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Abstract

The world is witnessing intense competition between cybersecurity developers and data
thieves, forming a direct relationship between them. As security measures, whether
technical or policy-based, increase, the nature and methods of hacking and theft evolve
accordingly. Development has primarily focused on the technical aspect more than
others, as there is a fundamental component in organizations that can either be a
driving force for progress or a destructive element leading to the collapse of the
institution, and this is represented by the employee. The employee is the one who
manages data, is aware of the secrets and strategies of the organization, and is the
means through which the organization operates its lifecycle. The employee can cause
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significant losses, either by making mistakes out of ignorance, intentionally committing
them, or through ignorance of the security policies implemented within the institution.
This ignorance may result from several factors, including psychological pressures,
such as family and societal stress or the strict monitoring and pressure to accomplish
tasks. Through this paper, we aim to study a collection of published research and
reports from institutions concerned with information security, attempt to compare
opinions, and extract actions performed by employees that lead to violations, theft, and
destruction of organizational information. These actions will be summarized and
examined through a survey to assess their applicability to both public and private
institutions in the Al-Jufra region.

Keywords: Employee and Information Security, Information Security in Organizations
of Al-Jufra, Data Protection, Information Security Policy and Employee Training and
Monitoring
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