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Abstract

Image encryption technologies are a cornerstone of cybersecurity for
protecting multimedia across unsecured networks. The exchange of digital
images over open communication networks has grown exponentially in
recent years, making their protection and confidentiality crucial in various
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fields such as cybersecurity, military systems, and medical applications.
Due to the inherent characteristics of images, such as their large size, close
correlation, and high data redundancy between adjacent pixels, traditional
encryption algorithms designed for text prove inadequate.

This overview sheds light on the current landscape of digital image
encryption algorithms, providing a comprehensive classification of the most
prominent modern techniques, including chaos-based systems, DNA bio
computation, mathematical transformations, and hybrid systems.
Furthermore, the paper provides a critical analysis and detailed review of
the security and computational efficiency metrics used to assess the strength
of these algorithms, such as histogram analysis, correlation coefficient,
entropy, and differential attack sensitivity criteria (UACI and NPCR).

The paper concludes by reviewing the most prominent current challenges
and future trends in this field, such as IoT-compatible encryption and
quantum computing-resistant encryption, making this study a
comprehensive reference for researchers and developers in the field of
multimedia security.

Keywords: Security Metrics, DNA Cryptography, Digital Image
Encryption, Multimedia Security, Chaos Theory, Differential Attacks.
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